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1.0 Introduction

The Internet is a rapidly evolving information infrastructure, which provides
global connectivity, easy reachability and interactive communications at moderate cost
for the consumer. The dominating application is the World Wide Web (WWW), with its
potential of millions of connected computer systems. Currently, WWW is primarily used
to provide easy access to free-of-charge information (typically research or marketing
information). But this is expected to change dramatically in the near future. WWW is
now starts to provide a basis for electronic commerce and trade

Hence, the Internet has reached an increased market potential which makes it
attractive for all service providers and, in particular, for the banks. With the Internet,
banks can easily reach their customers on a global scale. Customers may sign up
electronically, may order electronically, and may transfer money electronically from
almost any place in the world; such bank electronic activities are conventionally called
ebanking. However, as the Internet is a highly open and distributed infrastructure without
central regulation and control, it is mandatory that the banks carefully address and solve
the security issues related to banking applications over the Internet.

Banks must position themselves regarding:
e the use of the Internet for global banking services,
o the use of the Internet for internal purposes,

2.0 Banks and the Internet (Relevant Scenarios)

A bank may find itself in a number of different roles with different security
requirements when it comes to using the Internet or, to providing financial services on the
Internet. This section will describe the relevant scenarios. [1]

2.1 The bank as a user of the Internet (Scenario 1)

The bank may be a user of the Internet, that is, it may be interested in connecting
to the Internet in order to allow its employees to exchange e-mail, to use file transfer, or
to browse Web sites. In such a scenario, the bank is concerned that its internal systems
become wulnerable to attacks from the Internet by hackers, viruses, and the like. A
firewall is typically used to isolate the internal systems from the Internet.
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Figure 2-1 The bank as a user of the Intemet

2.2 The bank as an information provider (Scenario 2)

The bank may be an information service provider on the Internet, that is, the bank
may be interested in connecting to the Internet in order to provide public information
about its services (e.g. use the Internet for marketing purposes). Typically, static
information is displayed and the bank does not want to restrict access to the information.
From a security point of view, this scenario is uncritical and is widely used. The bank
may either install an isolated Internet Web server (Insource) or may even buy a few pages
on an Internet Web server of an external service provider (Outsource).

.
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Figure 2-2 The bank as an information service provider

2.3 The bank as an electronic banking provider (Scenario 3)

The bank may be an electronic banking service provider on the Internet. The
electronic banking services are typically separated into home banking and corporate
banking. The Internet is seen as a way to cost-effectively reach the customer. In a home
banking scenario, security requirements are paramount. User authentication,
confidentiality, and digital signatures on payment orders are customary requirements.
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Figure 2-3 The bank as an electronic (home) banking provider

2.2.4 The bank as a part of an electronic payment system (Scenario 4)

The bank may be part of an electronic payment system to be used on the Internet.
Such payment systems are needed to allow for electronic commerce. Various electronic
payment systems, such as credit card schemes, electronic cash schemes, and purse
schemes, will co-habitate on the Internet.
Banks will play different roles in the various payment schemes. Security requirements

vary from scheme to scheme, but are typically high and demand the usage of
sophisticated cryptographic algorithms.

Bank / Issuer Bank / Acquirer
. -

-/

Bu]rer .r User Seller f Merchant

Figure 2-4 The bank as a part of an internet payment system




3.0 Threats

3.1 Introduction

It is the responsibility of banks to undertake a risk analysis to determine the
threats to their business integrity and the security of their customers. However, a risk
analysis, even if rigorous and thorough, will not provide a complete picture.

The threats outlined below are those that arise when conducting business remotely
across an insecure electronic network such as the Internet [,

(a) Threats leading to an impact on the service provider (The Bank)
Funds transfers initiated by an imposter

Loss of reputation through fake server.
Customer falsely denies having issued payments instruction(s).
Disclosure of confidential customer data to an outside party.

Loss of data on ‘valuable customers’ to a competitor.
Loss of security in the central system (intruder, virus, DOS).

(b) Threats leading to an impact on the customer
e Funds transfer initiated by an imposter.

e Loss of privacy of customer financial data. Loss of confidentiality of other
private data.

e Unauthorized access to credit information by a third party.

e Financial institution falsely denies having received (or not having received)
instructions.

(c) Additional risk factors
e Security features often reduce ‘ease of use’. Customers cannot cope with many

different PINs, passwords or other security procedures.

e Export and usage restrictions on strong cryptography.

e Reluctance to download information or software which has not been
authenticated by a trusted party.

4.0 Security Requirements

4.1 Information Security Program

To provide secure ebanking, all risks outlined above should be eliminated.
Providing confidentiality (privacy), integrity, availability and non-repudiation can only
achieve this secure environment. Thus bank management shall, through an effective
Information Security Program:



e assure the security and confidentiality of customer records and information as
well as the proprietary records and information of the bank;

e protect against any anticipated threats or hazards to the security or integrity of
such records and information; and

e protect against unauthorized access to or use of such records or information that
could result in substantial harm or inconvenience to any customer or the bank [21.

The Program shall use appropriate administrative, technical, and physical safeguards to
protect customer records and information as well as the bank's own proprietary
information

4.1.1 Information Security program Objective

The objective of information security program is "the protection of the interests of
those relying on information, and the information systems and communications that
deliver the information, from harm resulting from failures of availability, confidentiality,
and integrity" [3].

For any bank, the security objective is met when:

e information systems are available and usable when required (availability);

e data and information are disclosed only to those who have a right to know it
(confidentiality); and

e data and information are protected against unauthorized modification (integrity).
The relative priority and significance of availability, confidentiality, and integrity
vary according to the data within the information system and the business context
in which it is used.

4.1.2 Core Principles

The security program objective is supported by the following eight core
principlest®!.

Accountability:  Responsibility and accountability must be explicit. Security of
information requires an express and timely apportionment of responsibility and
accountability among data owners, process owners, technology providers, and users. This
accountability should be formalized and communicated.

Awareness: Awareness of risks and security initiatives must be disseminated. In order to
foster confidence in information, data owners, process owners, technology providers,
users, and other parties, with a legitimate interest to learn or be informed, must be able to



gain knowledge of the existence and general extent of the risks facing the organization
and its systems and the organization's security initiatives and requirements. Security
measures are only effective if all involved are aware of their proper functioning and of
the risks they address.

Multidisciplinary:  Security must be addressed taking into consideration both
technological and non-technological issues. Security is more than just technology. It also
covers administrative, organizational, operational, and legal issues. Accordingly,
technical standards should be developed with and, be reinforced by, codes of practice;
audit; legislative, legal, and regulatory requirements; and awareness, education, and
training.

Cost Effectiveness: Different levels and types of security may be required to address the
risks to information. Security levels and associated costs must be compatible with the
value of the information

Integration: Security must be coordinated and integrated. Measures, practices, and
procedures for the security of information should be coordinated and integrated with each
other and with other measures, practices, and procedures of the organization, and third
parties on whom the organization's business processes depend, so as to create a coherent
system of security.

Reassessment: Security must be reassessed periodically. The security of information
systems should be reassessed periodically, as information systems and the requirements
for their security vary over time

Timeliness: Security procedures must provide for monitoring and timely response. Banks
must establish procedures to monitor and respond to real or attempted breaches in
security in a timely manner in proportion with the risk.

Societal Factors: Ethics must be promoted by respecting the rights and interests of
others. Information and the security of information should be provided and used in such a
manner that the rights and interests of others are respected and that the level of security
must be consistent with the use and flow of information that is the hallmark of a
democratic society



4.2 Approach to achieve Security

To meet the security objective and develop and maintain adequate controls in
compliance with generally accepted core principles, the following integrated approach is
necessary.

Policy Development:

The security objective and core principles provide a framework for the first
critical step for any organization — developing a security policy. Security Policy
represents the overall bank’s view to security.

Roles and Responsibility

The bank’s Chief Information Officer (CIO) is assigned primary responsibility for
the development, implementation, and maintenance of the Program. To assist, the CIO
may convene a committee of other bank managers from various divisions or departments
of the bank. At least annually, the CIO will report to the Board of Directors the overall
status of the Program. The report shall discuss material matters related to the Program,
addressing issues such as: risk assessment; risk management and control decisions;
service provider arrangements; results of testing; security breaches or violations and
management's responses; and recommendations for changes in the Program.

Identifying Risks

Management shall identify the reasonably foreseeable internal and external threats
that could result in unauthorized disclosure, misuse, alteration, or destruction of
information or information systems. Further, management shall develop and implement
procedures and other controls that take into account the likelihood and potential damage
of these threats.

Managing Risks

Management shall develop, implement, and maintain the Program to control the
identified risks, commensurate with the sensitivity of the information as well as the
complexity and scope of the bank's activities.

Management has, as of today, identified the following security measures appropriate for
the bank and either has or will shortly adopt those measures that management concludes
are appropriate. Testing methods are also listed [2].



Control

Purpose/ Description

Bank Policy or
Procedure Cross-
Reference

Testing

Access controls on
customer information
systems

Includes controls to:
Authenticate and permit
access only to authorized
individuals and
Controls to prevent
employees from
providing customer
information to
unauthorized individuals
who may seek to obtain
this information through
fraudulent means

The following Bank
policies and procedures

address controls on access:

- PC/LAN Security Policy
- Internet/Email Policy

- Firewall Policy

- Network Security
Administrator’s
Procedures

- Ethics and Employee
Conduct for Personal Use
of Information Resources

Outside Audit Firm
annual review of
Internal Security and
Controls.

Annual penetration
testing by third party,
(name them

Encryption of
electronic customer
information

Includes information
while in transitor in
storage on networks or
systems to which
unauthorized individuals
may have access.

The following provide
methods of encryption of
electronic customer
information:

-\VPN Technology for
secure communication

- SSL technology for on-
line banking

- PGP and password
procedures for email and
internal communications

During the annual
Outside Audit Firm
Controls Review
audit, the SSL
connections will be
tested along with a
review of emails for
PGP usage

Monitoring systems
and procedures

to detect actual and
attempted attacks on or
intrusions into
customer/bank
information systems

- NIDS
detect intrusion

- Monthly Log Reviews
by Network Security
Administrator

technology to

Audit of I.S. Controls
will review the log
sheet of the Network
Security
Administrator

Incident Response
program

that specify actions to be
taken when the bank
suspects or detects that
unauthorized individuals

Specified in security policy

procedures

The Network
Security
Administrator will
update the response

have gained access to procedures
customer information
systems.

Contingency and Measures to protect - Disaster Recovery Plan Testing of the

Disaster Recovery

against destruction, loss,
or damage of customer
information due to
potential environmental
hazards, such as fire and
water damage or
technological failures

- Business Continuity Plan
(Systems) with mirrored
systemcapability.

disasterrecovery plan
and the business
continuity plan will
be performed and
documented by I.S.
Department on an
annual basis

Monitoring: Monitoring measures need to be established to detect and ensure correction
of security breaches, such that all actual and suspected breaches are promptly identified,




investigated, and acted upon, and to ensure ongoing compliance with policy, standards,
and minimum acceptable security practices.

Awareness, Training, and Education: Awareness of the need to protect information,
training in the skills needed to operate information systems securely, and education in
security measures and practices are of critical importance for the success of an
organization's security program.

5.0 Conclusion

With the ever changing technological environment, what is considered state-of-
the-art today will be obsolete tomorrow, and security must keep pace with these changes.

Security must be considered as an integral part of the ebanking. Security must be dealt
with in a proactive manner in order for it to be effective.

References

[1] “Secure banking over the Internet”, TR 401, European Committee for Banking
Standards. March 1997, Avenue de Tervueren, 12, 1040, Brussels.
http://www.ecbs.org/publications/security.htm#DocsTC4

[2] “Information Security Policy”, www.bankersonline.com

[3] “Managing Information Security”, The Institute of Internal Auditors,
http://www.theiia.org/ecm/tech.cfm?doc _id=849

10


http://www.ecbs.org/publications/security.htm#DocsTC4
http://www.bankersonline.com/
http://www.theiia.org/ecm/tech.cfm?doc_id=849

403 1.0

Je—w reachability « e by 55 53 de puy 130 a3 clagles ol @ i my) )
(5l sl slas) Lallall 330 Gkl e 5 jlapes llginl] Alxiadd) Z8KN 5 Alelis Yl
Je—udl Jgeagll g 50 Janins W o) dpalle 408 (Llla Akadi jall Ggulall el (udle (e 4laly
b e 0SB e g g 13n (S (Ula shae Sipmy o Lindsad ing) el laglan (a el
trad 5 cu ) e s laillsacld @ oV L ¢ fad ddlall 281 Ly @) Juiunal)

comla IS s cAanall (g jeme JST Aan peleat 1 520 Fio 3w A0lSe) oY) iy ol
oy 28 e Gl ie @ Sl A s pgil ) Josi o Sy g e UYL L gl
bl 12 Jie talladl 8 S (ol L e Lig i1 e Jigmg 85 el g i<l g 8 g <)
¢ eTggla s da e @ i VS (Jla A e L sads (<4 ebanking s d s 51 o pas
A1 ULl (3 Ay il bl 0 Asel Gl g8 S e 5 sy et (s i el
W Y) e A jeaal) il il

Aaallall 48 paall Cleaall i Yl Jlasiu

Alalall e e ) Jlaaiad
(%M\ Sl QLQ};IJU:\“) &ﬁ)ﬁi\g‘} ‘ﬂ-\-\ 2.0
e 3 dety Lea e A aliaal) (e bl Al ) s) (e dae 8 dud aay 3 s

il ol g i) G a andll 138 eyl e Al cleasd) g5 ) e mlY) Jesdiudy
[1] .38l

(1 slbs) <o) JasieaS (o padll 2.1

I dpentiana] ey (S i YL JLaiYU Kigw 5 5 cclli et i) Janann o35S 3 G pead])
Coaaall ¢ g il 138 e 8 sl @Bl e sl eclilall Jh ) Jlanis ¢ g5 SSIY1 3l
s < SigsnasSl) el i n i Y] (o lanll e onst A1 aialad ol (38

c Y Cpe Agladall Adal) O ged Jestinng Land gad Ales zali 6] 4l Loy

11



(2 b)) Slaslas jeaeS Cipadl 2.2

G AL JloaiYl fiey 38 s paall el ccn mY) e dila glae Sladd Seaa 58y 38 8 paall
(B s—atl) il 5230 s ) Jatig — 2l e Jliag) dlead Jss Aale e gles Yy S
b5 oo lagladl ) Jgeasll apal 2y 5 Y Ciaall 5 G et ASLe il glae (bl ga
Js e i ) g aald S Ul 8 Gopeaall L Jlania) 535 8L e g sl 134 ¢l
A e Sae AN gl A e s s daay (g iy 5 5 (e sead])

(oeosmss)
(B sbim) (S iS) (Jonas oS Cipadl 2.3

A S Ad ) adll clea Al 0 i Y (e g A (8 peme Aedd Geae (55 28 )
B b A (5 5 i Y 7Y S Al Al 3 jeaall JlaeYl s Al 3 juall ) Und e Juait
s et e (a3 Asulad (al il (i 3 pan g i B B e JSE s l) Jsead
A e llaie adall el e dudd ) adl g

(4 sbis) 5 i< ads alai e 3 A i padl 224

it ada 1) Al oda Jie i i) e Jaxion 31 550 ada allii s a5 5 i jeaall
() A Blay il Talade (Jfe A iliaall s Iy adal) Aakl w5 laill ~leull
<o) e habitate o8 i dlaias cillalada g gy <) a8 ilalais

= bl e o) e o gl L Adlia) Gedal) b 8 Ailiae ) ol el o g
5 Fsbiiall 5 _jitall i ) sl Jlaxind calkaig Lndsai e oS1 cdahiall

2135 3.0

daais 3.1

A e gl oy pelee Adla LY gl Lyl bl (i @ e gl A e o
.BJ‘}AALJAS:\a Jwi):\ul 8 g cd.qu}e)ba\hjéac‘)tk';id#a,db

e Ay Y A e e e Dlee (5o e e ) Gl sl Jaadilly ) gand gl

J1] i mY) S il

12



(Conaall) Leadll eae Ao 536 ) @05 ) wlang (8)
imposterc: iy ey Jsa
Wil ol DA el 5l
(S) wasall el Ladl o sy BlA JS8 o) Sy
ol z e N ADu sl by cais
cosdlio @ ) G L) " le i) 5 s
(05 comsd «dida) S uall plaill 3 el 5 s

Ox e il ) @35 Al g (D)
mposterc iy Sa Jsa
EENIE VS S WEQER N RUptS RCIL IS TSWE SN
Aalall el
G Giph A dE e Sleslaall Graal Jde 2 Jsas
(b ol o) caabind o aay (bl JS Alle Auage S

el Y

dilal ha Jdlse (C)

S Jand ¢y smibiiog ¥ 0 L Olexia) A sen’ ol el b o) e (mins
ATl el al e S daiadl bl

gl 5 il A el g JlaxiaY) 258

LS Lo ) el Sl o) il sheal) Jpeatl 53 53

(e Qs A JE e G

13



iy Al (A pm) Tmd) 55 .15 o oy (38 cumd] Ja1 S (il ebaNKiNg a5
t s e slae gl bl DA cn 5 aY) gas 1388 LAY A5l 038 ey of Jal Sy 2 e g
o slae 5 T SOY ! Dlaall U ALY g e shaa g DMl E sy e kg
¢Ca yaall
5 tila glaall g cBlaadl s3a Jie Rl o a1 Y Axbgie sl angi 6 ta ey
g o ey ol Sl laall o Do) o3a Jie Jlextind o I Jsve padl Jgeagll S ony
(2] Gl J s 3l I olae 5 S o3

o) BV g e slae sy Dol Alan] 2Dl ) 5 A Anas Al 5 Jawassas szl

VL) 5 el g el glrall e sl die) @l mllias Alaa il sleadl gl al gy caaa
DT Ay i il Lt eV (e i 531 (e il sbaall el il e slaall

fote il CpeY) Chaa o pae dﬁy

¢4 5) st Lesie Jlaxiudl] il s b8 gie <la slae Sl

5 4(Hm) el 3 @ aed cpll) @il ) L Ailas e glea s il

Ay o gl Aanl 5 dall Ayl ) 7 L (RDl) Jsde il Jaaatl S s e slaa g iy
exinss 58 gl (3 Jandl Bl s e shrall ol pana lilll Uik 3Dl <ol g

03 Al A0 At 1 fsaliall U8 (e a e e (e ali )
ulia g Ly y s sl e slaall el ey sl g UsSs o camy Al ggaall § 3 ggunad) 1340 g uncl

;\:\j}j_umj‘ FRYY .u}&.@tﬂm; cz\z\.\il UJJP.A ‘;\:\S.A.c }SSLA “_IL}L}.\S‘ "’éﬂ.‘q O ;\:\S}M‘} ;\:\S}M‘ (e
sty J3 o an

14



el I el agladll 8 A i S o cany J0aa¥ 5 a1 @l e o i)
oSdle b S o alel alLeinY) g5 @ g s AT b g 0 shanins A 5 Jeme dilee S
Lgialail g 4 adaiall aa) g ) UadY) e pladl gaall 5 o g sl 3 e canS e 08 (6 of oy
mnaall gl Y AS e sbeall JS 13 Lo A AaeYl ) Aadaiall el clllia g o ey

LOshlay hall

e S N A e o 4 Ll WIS el AT Galalay o camy o) 1 ouals Shaie
Sk oy A e ol Uy A sy clad (5 2) el Jinh iy LA Lo
Ez\ﬂaﬁ)_jﬂ\j :\_yyw\j S\_ww.lmm | :\L{‘m\\ Séﬁé\ Al Ez\...uJLA.A J.c\}g cJ.ﬁ %) :\A}cu O g @

WYy el (o g

6 Sy —aY) oo gladll ) UadY) A el Sl 3 e &) 5 Al il il RS s
Cilo slaall dasdy 48 sia 6 o any ddadi ye CilS

i () ay Gl slaall (Y el sal s ccilbu jan el a W) L JelSa g i o cany ) sl
e G Gkl 5 dadaiall el sa) 5 el e gAY el aYlhs and) aguany pe JalSS
LY e e allas @ Blay S cadiad dadiiall Jeo e e

Ji Al 8 o sy lasbeal) Aalal o L 90 IS Al A O oy a1 1 sale

Sl ¥ g O s iyl i) 305 381 el Fo 5 ol g el el a) toailiad
hally Gl 8 dulie 38k ) 8 A gaa) f Aiall cli g Al e 3,380

LAY Allan s §siall o) il Ll =% 55 o qamy (DAY 1y Juaall Gelaal) Jal sl
e s (35—l s3Il gl W1 138 e 8 Slexin s 15755 o oy e slaad) (gl 5 e gleall
e G il shaall 38315 Jlaniul) e Gadia 35S o oy a1 (5 giane Sl 5 lasint o AV

‘SL,UBA:\J aiae @
oY lasy s ki 4.2

15



(agae AT giiall Ap i ) gl aally o) YD 8 8IS 5 Sl s sk s die pinse (eY) ALl
%J})AZ.AUS\ AL '5)1:.\”

Al sk

Al @ i — Aaliie (Y V1 s jall s ghaall ) @ S5 A 5 Ao sumsall ) slae
) Y Al Capeaall ki Geay el o Jiai el

A gyl 5 ) 3

Ala s ¢k g shaill Apul] A ghee alady (5 6T (o) i i paall Cilaslae il
e O A Gy aadl) o) 50 o dial @ dial geay 38 and )] il glaal) Jali chaclisal L mali il
o) s e e gheall Tl G JEV) e L peaall aludl ) Aaisa) el
e Wb A gie calilly et Apnbe gl (8l il L oeali ] alad) &1 3iall 3] ulaa
o Al B i) ¢ a) & s e a6 pklall 5 o) 58 phasdl <l ) 8 ¢ plaall

bl Al el Glagig 6 )aY) 2 g0 5 lSleh)

ad¥)

oSS ) 0% o oSy ) Jstee a ) 5 shaiall G Al 5 Adalall gl S 5 oY)
é_fdaﬁj Jw}kﬁu T:J\JJ cda_.\i Q\.A}LLAS\ j Q\.A}Lum Gl JLAJ j cd:ma:\ ‘dLA’:\M;‘ & g ¢Jw};.a ):ud\
caagil) s3a Jainall ) puall g AW laall 8 )3ah 3 5 AN 5l g Slel saY)

'&):m.d\ JU::'A;Y\

e glaall Ay ulny Jolatie @ haadl Jadl) e 3 jhagall malill g o8k ¢ sk 3 )Y
v padd) el Jlaa s adadll ) dslayl

WLl T Ll Ly o pemall alads 3000 G Sl e el (e el cled 5_)aY)
[2] Lad z o okl Lid) Aaile it Julf ey s ) elli el jaY)

16



el a) ) Jid) o Cuay cipiae Al [ 5k a2

5 - PVORYS FCOWRRY S 5 NV [0 V- QP [RCE DY PORS DA 2l S PER 3 N
38 Gl e el a1 I sl cilaglas a9 5 e 0 ganiinne gl A5AA) 5 gl 5 o AY)
O e Janz g 4N Caeadd) cilubin dlliaadl Jiba gl A e glaadl s3a e | ghiany o ¢y
— ) Al [ ) — Al L) 300l Al [ e o i sasl) e el aY)
s adidll Jlaxiodld ($AY) 5 andisall (i = 308 Cal e o) jaf = Ales el duskpus
& il (3, A dalall bl 5 00 3 i) 3l BAN dxal pe z A e gleall alias
pgans) B Calally iay

Sl e Al g Jal G Ly Bleglae A5 SSIY) gl Cllaslae i ey
O loslen i 35t Aalid) S5 L geas pbaie LG calsie e o 8 1 Ay
> o Y e A pead) Jlee D 3l J) o o 0aY) JualY () (o B Rl g ST
Azal e 32 Sz A gl U8 Alalall L) g g ST 0l e WIS el pal 5 (o
Al Bl Aaal e 8 e L A 058 ) o o) Dlala ) g sl (38N 3l
& o> @ Jleain A Sy

Aol [ gl W D 5 e Wglae s Alad Cileaa CGLESY Cilel a5 381 el dalad
Sl i (380 Ly ped e jall Dy Jail) LESY O (52 51 o) A — Cijean e gles
BN (el pne Jane Andis a5l o Gl sl A0k

U U I S SO [ PR VOSON I PR P P DS B PPN 5 - P R I g
SN DU [ T IVER Y [ O SRR [FCF DR PO IS I PR U - LI SO
30 e el e AN

i O3l Claglan i o s ¢ leall S Aleall S AT e alasll 5 g5 ) ghall uy
et dhd Jae dy e dbd — dual QA el Ul elad) e Jie cAlaiase dgiy Ul
Adan a5 S oo bal) A el jlas) LA gl Al Al (edad) & U BT e

Lsiesacld o ad .l gl JB e Qi G5 deadl 4 ) et
A 8 AW e ey LESY (g o gl (e el al) Al e tAE

uu_djcl_ﬁhguut)aaﬁjcdi);ﬁ c‘)ﬁﬁkﬁﬂcﬂ}w‘j@d‘ &_1\5})33\ JS‘;"\S\ FRYY JS.A
Al giall ol da el il Jlas s o ulae cAulpally el o) Y

17



SN g FER LN [R5 WPON [ U U FPICE D PON [ E DV - PN BN PSP PR PRIV PO |
Ol gl 7l da ) Al (e s Jlaall 5 3aaY) il 8 el g el (S e glall
." j-.

wWils 5.0
pid —ibey o g ool 5 dlae Aale S sl Ginal pies A ¢ el B el Al Al
o 4ne Jalay o aag oY) .€DANKING S juain€ el Sl 3 of Gany Gl Ll il
i oS o G e (Say S sl @ proactive

<l HLEY!

i padl Jled Gy, Al 401 1 5 eyl o Al 38 e Jleel! [1]

Ju€ 3 <1040 ,12 st 550 @0 61997 I/ e . el

4 g #t htm oel [ @ siie WW.ECDS.OMG//: 2 5 5 )
www.bankersonline.com «"cile slas (el dulid [2]

contdalal) o) dgxe ¢ e il sl ol [3]

cfm ?doc_id=849 i www.theiia.orglecm//: o & & o

18



